Wireless Network Access

When connecting to the wireless netword, staff will choose the “ISD31_Net” network. You
should be prompted for a username/password. This will be your “Firstname_Lastname” and
current Active Directory password. Your device should retain this information until such time
as you either reset your device, or your password changes.

There will be a few nuances based upon the type of device you are using. The process of
connecting to the network utilizes a security certificate that each device has its own way of
handling. Please make note of the following based upon your device type:

iPhone or iPad.

When connecting with an iPhone or iPad you will get a certificate warning:
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More Details

Just click “Trust” in the upper right to connect.



Android Phone:

After choosing “ISD31_Net” you will see a screen similar to the following:
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You don’t need to select anything for Phase 2 Authentication or CA Certificate. Simply enter
your Username in the “Identity” field and your password in the “Password” field (you may have
to tap the tab key twice to see the “Password” field).




Mac Computer:

When you connect to “ISD31_Net” from a Mac you will first be asked to enter your Network
username and password.
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Username:  FirstName_Lastname
Password: |password

Show password
Remember this network

Cancel Join

This is your Active Directory username and password. Then (and this should only happen once)
you will get a message suggesting you examine the certificate... just click “Continue”:

O Verify Certificate

— Authenticating to network "TestRADIUS"

Before authenticating to server “nps.isd31.bemidji.K12.mn.us", you should

ii § examine the server's certificate to ensure that it is appropriate for this
L J network.

To view the certificate, click 'Show Certificate'.

? Show Certificate Cancel

Finally, you will be asked to add the certificate to the certificate trust settings on your

computer. This requires the local username and password you use for just this computer (not
your network password):

{ = You are making changes to your Certificate Trust
Settings. Type your password to allow this.
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Username: |ocal computer username and password

Password: | ssssessss

i Cancel Update Settings




Windows 7:

After selecting “ISD31_Net” on a Windows 7 laptop you will be able to log in with your active
directory username and password but will get the following notice:

indows Security Alert

G The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

E] Details [ Terminate ] [ Connect ] J

You can safely click “Connect” and will then be connected to the network.

Windows 10:

Simply choose the “ISD31_Net” network option and log in with your username and password.



ChromeBook:

When connecting to the wireless network from a Chrome device you will see the following
dialog:

Join Wi-Fi network

S5ID: TestRADIUS

EAP method: PEAP i
Phase 2 authentication: Automatic i
Server CA certificate: Do not check b
Subject Match:

User certificate: Nene installed *
Identity: Your Username

Password: Your Password )

Anonymous identity:

+| Save identity and password
Share this network with other users

Connect Cancel

For “EAP Method” choose “PEAP”. For “Server CA certificate” choose “Do not check”. Then
enter your username and password in the Identity and Password fields respectively. Then click
Connect.



